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History of Navigator for i IBM'
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Integrated Solutions Console Welcome timmr Help | Logout

View: All tasks v
Welcome X

11-9 of 9 objects | welcome

2013 — Heritage + Dojo e —

Welcome

Set Target System
@ system

» Added in Dojo for table management S

B Work Management

. B Configuration and Service
. Ad d ed mu |t| |e n Od e manaagement mNework v 6 S e Novgtr o v an sy o o o for e e naes B
@ Integrated Server management tasis, including all previous IBM i Navigator tasks on the web, and 2001 port tasks.

Administration

[ Security Expand IBM i Mansgement in the left-hand navigation area to get started.
B Users and Groups
[ Databases To see the previous version of the 2001 port tasks and where they are located now, dlick below.
Journal Management
& 2 Wi Tass Page
Performance
B File Systems
Internet Configurations
Settings
Done & 83
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Navigator Now

2021 — New Navigator

Written in Java and Angular
Leverages IBM i Services

End to end secure, modern interface
Built to manage multiple nodes
Improved monitoring capabilities

© Copyright IBM Corporation 2024
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common1 - Active 5

CPU %: 060
o= System ASP %: 49.09 [
=V, Advejobs: 378

Commont

sync6 - Unknown &= ut25bp22 - Active =

CPU %: CPU %: 270
System ASP %: 3 System ASP %: 62.87 A
Active jobs: o= Vv, Active jobs: 386

my system
o ox E o
Common1 - Active &= 21432bp3 - Active &= ut25bp22 - Active &=
CPU%: 6.60 CPU %: 0.00 CPU%: 6.10
o= System ASP %: 49.09 o= System ASP %: 32.89 @ o= System ASP %: 62.87 A
=V, Advejobs: 378 =V, Acveiobs: 207 =V, hctveiobs: 386
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Stev9 - Active & RCHWACO - Active ;= ut25bp21 - Unknown &=
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o= System ASP %: 11.76 [
= V| hcve jobs: 239

CPU%: 86.00 CPU %:
System ASP %: 40.67 @ = System ASP %
Active jobs: 376 o= - | Actvejobs:

TEST Miror system Nvme System
|
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= System ASP %: System ASP %: System ASP %:
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How to get Navigator IBM'

Shipped as part of SS1 option 3

« Latest HTTP PTF group

» Latest Database PTF group

» Latest Java PTF group

» Latest Java Toolbox PTF

» Latest Performance PTF group

Documentation: http://www.ibm.com/support/pages/node/6483299
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Architecture IM
GUI node

+ Latest PTFs installed i bl e s A

* Runs in ADMIN1 server e

Endpoint nodes
* Do not need ADMIN1 running
* Do not need the latest PTFs
« Recommend the Database PTF group

— — — —
(addf:md:hun managed node managed node managed node
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Topics

Function Usage
TLS

IBM Navigator for i

Web Admin Functions &
Setup for multiple users

* Import / Export system configurations @

* Import / Export custom settings —
Audit Journaling % =
User Profiles b —
Monitors A -
File Shares K W
Multi System Monitoring b
Job Scheduling

Security Configuration

1:59:08 PM

1:59:27 PM

2:30:29 PM

IBM

continuous innovation
continuous integration

d) Pasn dsv waisks

System Values
Licensing
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Function Usage IBM]

continuous integration

» Shipped Secure by Default
» Granular today by high level category
» Easy to add new users and Groups to a function usage category

o9 timmr

IBM Navigator fo ik Search

ED Function Usage

Default Al Profiles

Function ID 1| Function Name [/ Usa I Object 1l Allowed 1| Category 1| Product ID 1| Group ID 1| Description 1|
a8 Indicator I Denied
Filter | [Fer | | [ Fiter Filter Filter Filter | | Fitter Filter

QIBM_NAV_WRK_MGT WORK MANAGEMENT ALLOWED | USED No Navigator for i QIBM_NAY “NONE WORK MANAGEMENT
QIBM_NAV_CONF_SRV LRSI AND ALLOWED | USED NO Navigator for i QIBM_NAV *NONE CCONFIGURATION AND SERVICE
QIBM_NAV_SYSTEM SYSTEM ALLOWED | USED No Navigator for i QiBM_NAY “NONE SYSTEM
QIBM_NAV_MONITORS MONITORS ALLOWED | USED NO Navigator for i QIBM_NAV “NONE MONITORS
QIBM_NAV_NETWORK NETWORK ALLOWED | USED No Navigator for i QiBM_NAY “NONE NETWORK
QIBM_NAV_SECURITY SECURITY ALLOWED | USED No Navigator for i QIBM_NAV “NONE SECURITY
QIBM_NAV_USERS_GROUPS USERS AND GROUPS ALLOWED | USED No Navigator for i QiBM_NAY “NONE USERS AND GROUPS

MANCE ALLOWED | USED NO Navigator for i QIBM_NAV “NONE PERFORMANCE

"EM ALLOWED USED NO Navigator for i QIBM_NAV *NONE FILE SYSTEM

\BILITY DENIED USED NO Navigator for i QIBM_NAV *NONE SERVICEABILITY

CHARTS ALLOWED USED NO Navigator for i QIBM_NAV *NONE CUSTOM CHARTS

| USED NO Navigator for i QIBM_NAV “NONE USE OF IBM NAVIGATOR FOR | FUNCTIONS
Work with function usage, also known
support in the past . 100 v

'

> Enterprise Identity Mapping (EIM)

E]-J A X K I m & B

o

%

Filtered Rows: 12 | Total Rows: 59

R

1BM Digital Certiicate Manager for i

D
]

© Copyright IBM Corporation 2024



I I B M i
LS continuous innovation
conti

TLS can be configured in 2 places:
* From Browser to the GUI Node

 From the GUI Node to each IBM i endpoint node

A =) 5
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TLS Between the GUI Node and an IBM i Endpoint Node

1. Go to Serviceability -> Connection Properties
2. Click on the TLS Connection tab
3. Under the TLS Enablement column, select ‘On’

IBM Navigator for i

IBMi

continuous innovation
continuous integration

=

Filter
TLS Connection

Connection Properties

General IBM i Web Interface Trust Store

Thresholds Specify TLS for Internal Connection between GUI and Managed Nodes

Node T.
Authentication

common.idevcloud.com
Cryptographic

Servicas S 7
Serviceability bs.ibm.com
Connection Properties ani.com
View GUI Logs
Configure GUI Logs

ut25bp22.rch.stglabs.ibm.com

Stev9.rch.stglabs.ibm.com

© Copyright IBM Corporation 2024
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TLS Between the GUI Node and an IBM i Endpoint Node IBMi

continuous innovation
continuous integration

1. Configure the Host servers on each endpoint node for TLS:

https://www.ibm.com/docs/en/i/7.4?topic=servers-setting-up-i-use-ssl#ssireq
2. Click Yes

TLS Enablement Confirmation

The following error occurred when verifying the TLS communication with z1432bp3.

(INAV_301009: Remote host closed connection during handshake. Check in Digital Certificate Manager GUI
to see if the TLS configuration has been configured correctly and a server certificate is assigned to the host
servers on the end point node. Details:A remote host refused an attempted connect operation. (Connection
refused)

To enable TLS you are required to assign a certificate to the host servers. Details on how to configure this can
be found at IBM Documentation

Do you want to continue enabling TLS for the communication between GUI node and z1432bp3?
Note: The node will not be accessible from GUI node until the issue is resolved if TLS is enabled immediately.

10
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https://www.ibm.com/docs/en/i/7.4?topic=servers-setting-up-i-use-ssl

TLS Between the GUI Node and an IBM i Endpoint Node IBMi

The GUI will retrieve the certificate from the
IBM i end-point node

Click Close to have this certificate installed into
the Web Certificate store

The connection from the GUI to the endpoint
node is secured with TLS!

© Copyright IBM Corporation 2024
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TLS Information X

& TLS Environment Active

Protocol: TLSv1.2
Cipher Suite: SSL_ECDHE_RSA_WITH_AES_128_GCM_SHA256
Certificate Information:
Server Certificate Issuer Certificate
Subject: CN=ut25bp22_hostsvr_cert, OU=IBM, O=IBM, L=BJ, ST=BJBJ, C=CN
Issuer: CN=ut25bp22 Local CA, O=CSL IBMi team, L=Beijing, ST=Beijing, C=CN
Serial Number: 27717360690203008
Certificate Type: X.509
Version: 3
Signature Algorithm: SHA256withRSA
Validity Period: May 8, 2022 3:03:58 AM - May 9, 2023 3:03:58 AM

Public Key Algorithm: RSA
Public Key Format:  X.509
Public Key Length: 2048

Public Key: 3082012230 0d 06 09 2a 86 48 86 f7 0d 01 01 01 05 00 03 82 01 0f 00 30 82
01 0a 02 82 01 01 00 c4 ae 08 bc 79 a6 f6 Oc 6¢ 6e 04 b6 a5 01 6¢ 7b ¢c1 70 18
d2 8d 84 07 20 2d ea 2d 27 7 48 87 a9 90 a4 bd 40 89 f8 9e cd ff d7 7f e7 4c
b8 cc 96 5f d7 82 df a2 17 f1 05 35 b2 38 bb 5b 90 50 5d 50 6d 32 ec e5 8e 74
07 36 9a €0 51 05 b9 2b 76 6b c9 ee 10 5c 4d 7f 43 3e 49 b6 ab 6a 9d fd c5 41
4f94 847477 18 85c5b9 49 e6 1a c2 a3 a4 89 89 ¢9 78 ¢f 73 80 1e 2a 74 9a
46 96 2e 96 a6 e5 56 5b dd 82 7a 28 37 3d a9 ab 7a ce ec ec 9f 21 ca 27 58 b8
2a 45 5 21 5d 6 4e 67 2e 4c 47 4a 39 ef 55 d2 5a 58 cf 02 19 95 a4 Oc 96 5f
b3 6d 41 €6 d9 40 57 63 1b 88 36 7e 33 62 38 81 78 3e 09 4d 8528 77 ab 77
21 bc 9e d3 fb fa 51 39 6 60 8¢ 33 a1 cf 5a e6 3f d6 65 2e a2 58 28 9d d8 3d
36 49 1a 61 3e d6 39 35 83 34 25 67 b8 c6 60 59 fb ab c3 39 60 €9 Oa b8 07 6d
02 d7 41 9502 03 01 00 01

Signature: 5b 86 85 b9 93 b9 b6 e8 0d f6 70 8¢ 01 c9 f4 25 e4 97 3b 27 24 57 50 5e 1a 90
e4 ab e2 3b a3 a7 fb e0 08 9c Oe 1a 1b a0 66 3d 93 91 ¢7 5 62 01 2d 57 28 e2
22 f9 ¢2 23 cc 51 b1 63 cO Ob 41 29 66 2d e1 35 bc ¢4 63 b2 cb ad Oe 32 ¢7 b8
b5 38 cc dd eb 7c 1b e1 35 ¢9 8e 58 41 87 5 57 83 45 b2 fa 16 fe 9¢ 7a d7 ¢3
ff d6 7f 66 6e db b7 33 05 5a 99 41 0b db c6 f4 a3 bc 42 55 ea bf a6 6e 6 ¢5 25
52 47 05 18 dd fc d8 fd 6d c7 bc 47 a2 89 40 da 5b 6b ba c3 b5 1a 7¢c 89 1b a8
d9 3a 96 89 6b 14 11 75 a3 3f 87 79 36 ff 1e 33 12 a7 Ob 8d e5 71 04 05 2e 20
29 43 5d 88 86 9f c9 9e e8 f4 39 4a 16 aa bf 6¢ dO 97 4b bb f4 98 8d 5f 4b 97
d9 7c 3d 5a ac e8 b8 25 ef 14 13 2e 95 20 b8 63 cf 93 32 7b 2a 2¢ 10 41 8¢ c8
d4 2d cc ¢6 cfba 17 71 8¢ bd ec aa 47 5b 1e 6¢ 4f fb 6b 2d f3
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TLS Between the GUI Node and an IBM i Endpoint Node IBMi

continuous integration

IBM Navigator for i

common1 - Active & sync6 - Unknown [ Conrr
. =| CPU: 0.51 e=—=] CPU: o=
o= v Active jobs: 425 o= 1 Active jobs: o=
. *= " | SystemASP %: 55.08 A\ *= "4 SystemASP %: o=
Lock Icon will appear
. . Common1 my system
once the connection is :
Remove from Dashboard
. . —_— ]
established with TLS 3 "
& z1432bp3 - Unknown (- ut25bp22 - Active - ut25
o=—=| CPU: e=——=] CPU: 11.09 o=
= = Active jobs: o= Active jobs: 872 o=
% *= " § SystemASP %: *= " | SystemASP %:81.44 A\ * =

12
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TLS Between the Browser and the GUI Node IBM'

The Admin1 server needs
to be configured for TLS

1.

Sign into the Web
Administration GUI
(http://hostname:2001/
HTTPAdmin)

Click on the
Application Server tab
Select the Admin1
server

Launch the Configure
TLS wizard

continuous integration

< C A Not Secure | common1.iinthecloud.com:2001/HTTPAdmin

IBM Web Administration for i — Welcome TIMMR
Setup BU'EUET-TLM Advanced | Related Links

All Servers | HTTP Servers  Application Servers  Installations

@ Running Server:| Admin1 - V8.5 (int app svr) v| -

» Common Tasks and Wizards Admin1

w Application Server WV/—
2 Configure TLS Manage Integrated Web Application Server - V8.5 (int app svr)

J Disable TLS
Server: Admin1

w Server Properties

0 Properties e .
0 Logging No description for server Admin1

The IBM integrated Web application server for i provides a secure and easy to configure environment for hosting ser

'}%ﬁea‘e Certificate Easy to use interfaces for managing the server, installing and managing the applications, as well as managing other

:;g;':gf(e:ysi tor“ t;ates For more information, please visit: http://www.ibm.com/support/docview.wss?uid=isg3T1026865

w Problem Determination
O View Logs
<1 Web Log Monitor

https://www.ibm.com/support/pages/node/6483573

© Copyright IBM Corporation 2024
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http://hostname:2001/HTTPAdmin
http://hostname:2001/HTTPAdmin
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TLS Between the Browser and the GUI Node

Or use Navigator! ©

W N

Go to Network -> Web
Administration -> Application
Servers

Right click on Admin1

Click on Configure TLS Wizard

Application Servers

Name

[ Filter

Start

Admin2 Stop
Restart

Admin3 View Log Files
Properties

Admin4 Configure TLS Wizard
Logging

Admin5

© Copyright IBM Corporation 2024

Admin1 - Configure TLS Wizard

IBMi

continuous innovation
continuous integration

®

Basic Configuration

ID:
TLS Port Number:

TLS Protocol:

Disable non-TLS port

[ EndpointByNavigator ’

2003

TLSVv13 v

Yes

14



Web Admin Functions IBMI

continuous integration

Migrating old web admin functions into a new modern interface:
« Work with HTTP servers
« Work with application servers
o V|eW |Og files Admin1 - Configure TLS Wizard
« Configure TLS
«  Work with certificate stores “

Basic Configuration

ID: EndpointByNavigator

Application Servers

Name 1l Status
[ Filter v Filter TLS Port Number: 2003
Admint Started TLS Protocol: TLSVi3 v
ID 7l TLS Enabled Tl TLS Port
JE— Disable non-TLS port Yes “
Filter Y Filter ] Y Filter
defaultHttpEndpoint No Disabled
HttpEndpointByWebAdmin Yes 2003

Total Rows: 2

IBM ADMIN Server

Admin2 Started

© Copyright IBM Corporation 2024
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Import/Export System Configuration

Once you have the systems configured:
1. Go to the table view of systems
2. Under the Actions, choose Import or Export

The export will create a json file with all the
configured system information including TLS
connection details

NO AUTHORIZATION details are saved or
imported

© Copyright IBM Corporation 2024

IBMi
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continuous integration

IBM Navigator for i —

>

N

=

2 Ba

--- ltem Actions ---
| [l Manage Node
¢ Edit Node Information
@ Remove Node
--- List Actions -—-
'+ Add New Node
& Import
&, Export
' ¢ Refresh ;
Export systems to local file
. Select All
Deselect All
ut25bp22

ut25bp22.rch.stglabs.ibm.com
Stev9.rch.stglabs.ibm.com
RCHWACO.rch.stglabs.ibm.com

ut25bp21.rch.stglabs.ibm.com

Description T/

Filter

Common1
my system

common

TEST Mirror system

Nvme System

16



Import/Export Customized Settings IBMi

continuous innovation
continuous integration

Every table can be customized . o

+ Change column widths - . )
« Change columns shown

» Change column order
€3
[r=

Server Jobs

Home Page Job Descriptions

About Subsystem Jobs - Qsys/C

Manage Favorites

Manage your favorites

l

These setting (including favorites) can be |
exported:

1. Open Manage Favorites IBM Navigator for i
2. Under Actions, chose Import or Export [ Manaue Favorites
3. Ajson file will be created with your settings
--- [tem Actions ---
2 Edit Favorite Favorite Name 7|
‘ 'F: ({\(m( Favorites Filter
{ --- List Actions -—- Server Jobs
I, Import
‘ &, Export Job Descriptions
: & Refresh Export user preferences to local file system Jobs - Qsys/Qbatch
Select All I
l Deselect All PTF Groups

™ & B

17
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Audit Journaling

Multiple views:

» Daily View (bar chart)

»  Weekly View (line chart)
» Detail View (table)

Configure View

Select view

O cranview () peaiview

Select audit journal entries

) Authority Failure (AF)

7] Password (PW)
&) Auting changes (AD)

(7] Authority Changes (CA)
| Gommana sting (cD)
(] create Obiject (cO)
(/] user Profile Changes (cP)
(] Delete Obiect (00)
Select chart mode

O iy view [ osierz022

IBMi

continuous innovation
continuous integration

IBM Navigator for i i Search

&

[@] synci8 rchistglabs.ibm.com 2w timmr

Audit Journal Entries

e e e

Last Refresh: 5/18/2022, 6:49:55 AM o
Authority Failure (AF) Password (PW) Auditing Changes (AD)
Entry Count Entry Count Entry Count
50 20 1 1,000
a5 A 18 900
40 16 800
35 14 700
5 § w0
© o8 8 w0
06 300
04 200
02 100 e
iy \ [ — 1 ] 0]
AT oA AN AB AR AT AR
I S 0 2 0

\2 A Ab S \© Al AD
wﬂm; 2 ; " eb’l “,ﬂﬂf;“,f,&; 2 b «ﬂm‘

Create Object (CO)

Entry Count
9,000

8,000 p
7,000

6,000

5,000

4,000

3,000

2000 o ~

1,000

o . y,

Count

AL GAD AR AB L AB Al AR
2 2 2 2 2

User Profile Changes (CP)

Entry Count

Count

o4 \ L = i 4

A® Al A
F ™

o G o
25 2™ ™ o

B e

() Weokly view  From: 051122002

o ositz0z2

Note: must
Select graph color

we

Select auto refresh interval

Entry Count Decreasing v/

© Copyright IBM Corporation 2024
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User Profiles

* Manage user profile properties
» Send user profiles to other IBM i end
* And more...

points

IBM Navigator for i

>

B AR R @M ks

0
O

®

© Copyright IBM Corporation 2024

Users

--- Item Actions ---
| New User
Delete
‘ Copy to System
Send Message
: User Objects
Authority Collection
1 Properties
--- List Actions --—
, New User
Refresh
Export Selected
+ Export All
Select All
Deselect All

ACADMNO1

ACADMNO02

ACADMNOS

IBMi

continuous innovation
continuous integration

P d Search common1

s Sign- 4 Z?avsl;ege Tl | Special Authorities T/ Description T/
Filter Filter Filter
’ *USER
>
*USER asdfasdf
*ALLOBJ *SECADM
-1 * *JOBCTL *SPLCTL *SAVSYS
3.000000 SECOFR *SERVICE *AUDIT
*IOSYSCFG
*USER

2020-09-15 . . » Admin user for authority
16:15:08.000000 ESER alLOB S CADM collection
2020-09-16 . N . Admin user for authority
16:05:38.000000 USER ALLOBJ *SECADM collection

*U

o ~ Admin user for authority
* . N Admin user for authority
USER 'ALLOBJ *SECADM collection

Admin user for authority
collection

0

2019-05-20

19:03:50.000000 RUSER

*ALLOBJ *SECADM

19



Monitors IBMI

continuous integration

Monitor and take action for system metrics and messages

IBM Navigator for i e Search

% System Monitors

Monitor 1| Status 1) Metrics T
| Filter \ | Fiter | | Fiter
fred Stopped Communications Line Utilization (Average)

CPU Utilization (Uncapped), CPU Utilization (SQL), Interactive Respon

Larry Started (Maximum), LAN Utilization (Average)

CPU Utilization (Average), Disk Response Time (Read), Disk Responsi
(Write), Temporary Storage Utilization

1] 100 v |
L g Total Rows: 3

System Monitors
Message Monitors

DawnDemo Started

il O 623 E:y

Manage system monitors on current
node

o

20
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File Shares

View which users have disabled IDs and enable them

© Copyright IBM Corporation 2024

IBM Navigator for i

&%

AR R m ek

20
Jjo

D

600

--- Item Actions ---

{ New File Share (Based on)...

Properties
[ Stop Sharing
--- List Actions -—
 New File Share...
Export Selected
! Export All
i Refresh
Select All
| Deselect All
| --- Shares Actions ---
Disabled User IDs
1 IBM i NetServer Status

IFSLABO6
REFLABO08
IFSLABO8
IFSLAB12
IFSLAB10
COMMON
LARRYHOME

LDB

File Shares g

Path Name 1/

v

IBMi

continuous innovation
continuous integration

Search

Current Users T/

| Fiter | Fitter
P IQIBM/ProdData/OS400/DirSrv 0
& Iclaimimage 0
P ILABXL 0
o ILABPX 0
¢__&Mah— 0
&2 Iwalab 0
A lifslab0é 0
7 IACSLab 0
& lifslab08/reflab 0
A lifslab12 0
P fifslab10 0
&7 ICOMMON 0
o Ihomelldb 0
& homelldb 1

21



Custom Charts IBMI

continuous integration

» Monitor many metrics for a single
system on a single chart

* Monitor a single metric across
multiple systems on a single e e e

C h a rt 80 800 800

70 700
60 600

E D 500 9

8 a0 400
30 300 20
20 200 -
10 100 &
0 0

a2 PN oM Nl LU Y L Ly ) oM
20620PM  208:00PM  20053PM  2:09:53PM  2:10:01PM 2083 gt 00T 10T 00T 830 0T a0 a0

IBM Navigator for i : o9 timmr ‘1

® >

ut25bp22 [} CPU_Active Job Numbe (]

88883
8 88 8 8

Active Job Number

Stev9_Stev Mirror %] Cpu_CPU Average Utilization ]
Active Job Number [l Active Threads N rcHwAco I z14320p3 ut2sbp22 [ Stevo common1
10 1,400 syncis
09 25
1,200
08
07 1,000 5 20
06 E
g 800 o £ 15
9 05 g ?;
& 4 600 @ 2
2 10
03 400 -
02 &
200 d
0.1 —_—
o o o
2:06:29 PM 2:08:00 PM 2:09:45 PM 2:06:30 PM 2:08:30 PM 2:09:47 PM 2:09:54 PM

22
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Job Scheduling

Basic Job Scheduler

Advanced Job Scheduler
Now a no cost option!

' AR @@}

. bfg; @ J§

Y

Work Management

Active Jobs

Active Prestart Jobs

Server Jobs
Scheduled Jobs

Job Descriptions

Active JVM Jobs

U\ ol

> Subsystems
> Queues
Memory Pools
> Printing
Properties

Scheduled Jobs

Job Groups

Notification

Scheduled Job Activity

Activity Log

Work Flow Manager

Add Scheduled Job

Job name: Job Description

Command to run:

Frequency: Once Vv

Schedule date: | Current date

Schedule day:

o None

() Al

: ) Specific days

Schedule time:‘ Current time

Save: ‘ v ‘

Additi Parameters

IBMi

continuous innovation
continuous integration

© Copyright IBM Corporation 2024

Scheduled Job Properties

m Job name: BAECHD)

Batch Information

Notification

Group name:  [BAEGRP

Sequence:

Problem Recovery
Communication
Local Data Area

Last Run

Commands:

Enabled

[ Fitter

Type of job:
) scheduled
O Non-scheduled

) Alternate

Command

Filter Y

True

True

|| Runas remote command:

| Usestart time of day:

Total Rows: 2

DSPIOBLOG OUTPUT(*PRINT)
DSPLIBL

‘100\/‘

Application:

Report distribution list:




IBMi

continuous innovation
continuous integration

Security Configuration

View and change security configuration values

Security Configuration Information

Name Tl Current Value 7l Possible Values 71l Description 1l
‘ Filter Filter Filter Y Filter Y
20=Password security only, 30=Password and object security, 40=Passw - P P
Security Level 50 ord, object, and operating system integrity, 50=Password, object, and enh Security Level (20, 30, 40, 50} (0S
. : - ECURITY)
anced operating system integrity
Blank=No change, 20=Password security only, 30=Password and object s e e e
Pending Security Level ecurity, 40=Password, object, and operating system integrity, 50=Passwo B Y SV
H ; : - will use after the next IPL
rd, object, and enhanced operating system integrity
0=User profile passwords with a length of 1-10 characters are supported,
1=User profile passwords with a length of 1-10 characters are supported
Password Level 3 * 2=User profile passwords with a length of 1-128 characters are support fsf)sword el (@l 2 D) (R
ed, 3=User profile passwords with a length of 1-128 characters are suppo
rted *
Blank=No change, 0=User profile passwords with a length of 1-10 charact
ers are supported, 1=User profile passwords with a length of 1-10 charac
. : . The password level that the syste
Pending Password Level ters are supported * 2=User profile passwords with a length of 1-128 cha e ——T
racters are supported, 3=User profile passwords with a length of 1-128 ¢
haracters are supported *
The current setting for the block p
Password Change Block *NONE *NONE, 1-99 Hours assword change (QPWDCHGBLK) s
ystem value
The current setting for the passwo
Password Expiration Interval 186 *NOMAX, 1-366 Days rd expiration interval (QPWDEXPIT

© Copyright IBM Corporation 2024

2 An A

‘100 V‘

Total Rows: 46

V) system value

The current setting for the passwo

A mvrmivadiam imenins (AMAIAEYA

24



System Values

View and change system values

System Values
Category 10| Description
[ Filter ] Y l Filter
Auditing Changes auditing values

Date and Time

Changes date, time, and time zone information

Devices Changes device auto-configuration and recovery values
International Changes locale settings and format of numbers, currency, dates, and time
QMAXJOB, QACTIOB, QTOTIOB, QADLAC'
Jobs Changes system level job limits and default job properties MSGQFL, QJOBMSGQMX, QINACTMSGQ,
MAXSPLF, QENDJOBLMT, QALWJOBITP, C
Library Lists Changes the default library lists QSYSLIBL, QUSRLIBL

Messages and Service

Changes message, logging, and service information

QHSTLOGSIZ, QCFGMSGQ, QACGLVL, QS1
MP, QRMTSRVATR

QPWDLVL, QPWDCHGBLK, QPWDVLDPGM

Password Changes password expiration and validation LMTAJC, QPWDLMTCHR, QPWDLMTREP, (
V, QPWDEXPWRN
QDYNPTYADJ, QDYNPTYSCD, QPFRADJ, C
Performance Changes per values for pi ing, memory pools, and d: SEPOOL, QCMNRCYLMT, QCMNARB, QPAS
LIBLCKLVL, QTHDRSCAFN, QTHDRSCADJ
Power Control Changes power supply values QUPSDLYTIM, QUPSMSGQ

Total Rows: 17

© Copyright IBM Corporation 2024
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continuous innovation
continuous integration

Additional Audit System Values

Auditing for New Objects (QCRTOBJAUD). This system
value controls the auditing value for a new object.
Advanced ~
() None (*NONE)

)

© uUse user settings (*USRPRF)
(:) Audit changes to objects (*CHANGE)

() Auditall access to objects (*ALL)
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continuous integration

Working on ways to make it clear that your license is expiring:
Expiration date included on dashboard

Set threshold for icon L 3 @
ut25bp19- Activeley

View detailed license information
IBMi:

AIertS License Information CPU:

And more... IBM i operating system (OS) license

has expired. The OS license key must

Product ID 1l License Term 1 Feature ID = =
& : Exp g be updated. IPL will not complete until
@ Filter Filter Filter avalid key is installed.
@ ss1 v7 2025-02-28 5051
ss1 V7R5MO 2025-02-28 5120 0S License Expired - cannot IPL @
. NT1 v7 2025-02-28 5050
—
—
Id / DBM V7REMO 2025-02-28 5101 NO Db2 Mirror Enablement
Q peM V7R5M0O 2025-02-28 5102 NO Reserved - Option 2
DBM V7RSMO 2025-02-28 5103 NO Reserved - Option 3
¢
é- UIZSIJ plq _(DBM V7R5M0O 2025-02-28 5104 NO Reserved - Option 4
. = o 4
~ Active ;- soL DEM V7R5MO 2025-02-28 5105 NO Reserved - Option 5
3] Has V7R5MO 2025-02-28 5051 YES PowerHA for i Enablement
P % IBMi: 7.4 =
“WDS V7RSMO 2025-02-28 5103 YES Application Development ToolSet
— TR Level: 8 g o ?
o 0.58 wDs V7REMO 2025-02-28 5101 NO ILE COMPILERS: RPG, COBOL, C/C++
Warning - One or more licenses expire
in under 87 days Go to the 227 WDS V7R5M0 2025-02-28 5102 NO HERITAGE COMPILERS: OPM, S/36, S/38 RPG COE'
] Conhgurgtion and Service > License 50.43A 551 VIRSMO 5050 YES BMi
Information to see the licenses that y: 2024-06-15
are expiring NT1 v7 6050 YES NATT QBLDSYSR Library - IBM Internal Tools

FRA A 100 Vv ’

Total Rows: 16
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Special notices IBM i

continuous innovation
continuous integration

This document was developed for IBM offerings in the United States as of the date of publication. IBM may not make these offerings available in other countries, and the
information is subject to change without notice. Consult your local IBM business contact for information on the IBM offerings available in your area.

Information in this document concerning non-IBM products was obtained from the suppliers of these products or other public sources. Questions on the capabilities of
non-IBM products should be addressed to the suppliers of those products.

IBM may have patents or pending patent applications covering subject matter in this document. The furnishing of this document does not give you any license to these
patents. Send license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY 10504-1785 USA.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

The information contained in this document has not been submitted to any formal IBM test and is provided "AS IS" with no warranties or guarantees either expressed or
implied.

All examples cited or described in this document are presented as illustrations of the manner in which some IBM products can be used and the results that may be
achieved. Actual environmental costs and performance characteristics will vary depending on individual client configurations and conditions.

IBM Global Financing offerings are provided through IBM Credit Corporation in the United States and other IBM subsidiaries and divisions worldwide to qualified
commercial and government clients. Rates are based on a client's credit rating, financing terms, offering type, equipment type and options, and may vary by country.
Other restrictions may apply. Rates and offerings are subject to change, extension or withdrawal without notice.

IBM is not responsible for printing errors in this document that result in pricing or information inaccuracies.
All prices shown are IBM's United States suggested list prices and are subject to change without notice; reseller prices may vary.
IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

Any performance data contained in this document was determined in a controlled environment. Actual results may vary significantly and are dependent on many factors
including system hardware configuration and software design and configuration. Some measurements quoted in this document may have been made on development-
level systems. There is no guarantee these measurements will be the same on generally-available systems. Some measurements quoted in this document may have
been estimated through extrapolation. Users of this document should verify the applicable data for their specific environment.
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Special notices (cont.) IBM i

IBM, the IBM logo, ibm.com AIX, AIX (logo), AIX 5L, AIX 6 (logo), AS/400, BladeCenter, Blue Gene, ClusterProven, Db2, ESCON, i5/0S, i5/OS (logo), IBM Business Partner (logo), IntelliStation, LoadLeveler, Lotus, Lotus Notes,
Notes, Operating System/400, OS/400, PartnerLink, PartnerWorld, PowerPC, pSeries, Rational, RISC System/6000, RS/6000, THINK, Tivoli, Tivoli (logo), Tivoli Management Environment, WebSphere, xSeries, z/OS, zSeries,
Active Memory, Balanced Warehouse, CacheFlow, Cool Blue, IBM Systems Director VMControl, pureScale, TurboCore, Chiphopper, Cloudscape, Db2 Universal Database, DS4000, DS6000, DS8000, EnergyScale, Enterprise
Workload Manager, General Parallel File System, , GPFS, HACMP, HACMP/6000, HASM, IBM Systems Director Active Energy Manager, iSeries, Micro-Partitioning, POWER, PowerExecutive, PowerVM, PowerVM (logo),
PowerHA, Power Architecture, Power Everywhere, Power Family, POWER Hypervisor, Power Systems, Power Systems (logo), Power Systems Software, Power Systems Software (logo), POWER2, POWER3, POWER4,
POWER4+, POWERS, POWERS+, POWERG, POWER6G+, POWER?, System i, System p, System p5, System Storage, System z, TME 10, Workload Partitions Manager and X-Architecture are trademarks or registered
trademarks of International Business Machines Corporation in the United States, other countries, or both. If these and other IBM trademarked terms are marked on their first occurrence in this information with a trademark symbol
(® or ™), these symbols indicate U.S. registered or common law trademarks owned by IBM at the time this information was published. Such trademarks may also be registered or common law trademarks in other countries.

A full list of U.S. trademarks owned by IBM may be found at: http://www.ibm.com/legal/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

AltiVec is a trademark of Freescale Semiconductor, Inc.

AMD Opteron is a trademark of Advanced Micro Devices, Inc.

InfiniBand, InfiniBand Trade Association and the InfiniBand design marks are trademarks and/or service marks of the InfiniBand Trade Association.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the
United States and other countries.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries or both.

Microsoft, Windows and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries or both.

NetBench is a registered trademark of Ziff Davis Media in the United States, other countries or both.

SPECint, SPECfp, SPECjbb, SPECweb, SPECjAppServer, SPEC OMP, SPECviewperf, SPECapc, SPEChpc, SPECjvm, SPECmail, SPECimap and SPECsfs are trademarks of the Standard Performance Evaluation Corp
(SPEC).

The Power Architecture and Power.org wordmarks and the Power and Power.org logos and related marks are trademarks and service marks licensed by Power.org.

TPC-C and TPC-H are trademarks of the Transaction Performance Processing Council (TPPC).

UNIX is a registered trademark of The Open Group in the United States, other countries or both.

Other company, product and service names may be trademarks or service marks of others.
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