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Agenda

* IBM Power delivers reliable performance and lowers risk

« With built in security teatures and orders of magnitude tfewer
vulnerabilities, IBM Power is reliable plattorm

* Apply security standards quickly and easily, and get real time alerts it
compliance 1s broken

o Surround resilient applications with trusted and secure containers to
modernise

» A secure Infrastructure i1s part of the rramework tor trusted Al
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32%

84,245 vulnerabilities with
weaponized exploits




32%




All Industries Professional I

are targets business and
consumer
Services

14.60%

15.40%

22.40%
Finance and
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Insurance
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Virtualization in IBM Power Is

even more secure

Virtualisation is built
into IBM Power, rather
than installed later. This
drastically reduces the
“surface area” that can
be attacked.

My daughter was born in
2004, when VIO was
released.

She i1s 19 now.

During that whole time,
only 4 vulnerabilities
have been published for
VIO.

Details Trom

CVEdetails.com

VMware has 871 since
1999, with 65
published in last 12
months alone.

Details fTrom

CVEdetails.com



https://www.cvedetails.com/cvss-score-charts.php?fromform=1&vendor_id=&product_id=22456&startdate=1999-01-11&enddate=2024-09-16
https://www.cvedetails.com/cvss-score-charts.php?fromform=1&vendor_id=252&product_id=&startdate=1999-01-01&enddate=2024-09-16

Virtualization
Technology
CVEs

15

4438

211

314



https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=PowerVM
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=VMWare+ESX
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=Hyper-V
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=KVM

Operating

Systems

CVES 413 35+13 12326 114477
=43



https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=AIX
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=Windows
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=Linux

IBM Power value vs. DORA reguirements

IBM Power

Detection

N
PowerSC

Compliance
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Cybersecurity measures and reporting obligations
Network and Information Systema Directive (NIS2)

MEASURES REPORTING

* risk analysis and information system security » TInitial notification within 24 hours after having
policies; become aware of the incident

 incident handling (prevention, detection, and « Afinal report in one month including at least
response to incidents); the following:

* business continuity and crisis management; » adetailed description of the incident, its

* supply chain security; severity and impact;

* Security In network and information systems * the type of threat or root cause that likely
acquisition, development and maintenance, triggered the incident;
including vulnerability handling and disclosure; « applied and ongoing mitigation measures.

« policies and procedures (testing and auditing)
t0 assess the effectiveness of cybersecurity
riIsk management measures;

» the use of cryptography and encryption.



IBM Power value vs. DORA requirements

IBM Power

e

Protection and
Prevention

)

Protect the Hybrid Cloud

* End-to-End data encryption w. Bring/Keep Your
Own Key (BYOK)

Workload Security:
Power + ISV Ecosystem

p
Firmware

isolation &

Integrity

Guest OS

secure boot

Preserve Data & Workload
Privacy

 Cryptographic algorithm acceleration
« Support for PQC and FHE crypto algorithms

App. ]

App. ] App. ]

Libraries I Libraries I

Libraries ]

End-to-end

encryption

Reduce the Risk of

Ransomware

Platform Integrity
 Powerl0 enhanced CPU FSP/BMC isolation
« Main memory encryption
« Performance-enhanced side-channel avoidance
« Power10 Return Oriented Programming (ROP) protection

Power Platform Security



Protect Data:

Complexity

N

) All data in CPU (e.g., Flash Systems, tape)

Applications &
Databases
Sensitive in-use, (n-
flight and at-rest
data

File and data sets
Sensitive data tied to access control
for in-transit and at-rest data

Full disk / virtual disk

Protect at-rest data from host

Memory

encryption Storage System Encryption

memory All data at rest in storage

Coverage

v

Transparent memory
encryption with:

* No additional
Mmanagement setup

* No performance impact

-nd to end security with tull stack encryption, in transit, at rest, In memory

Blazing fast Power10 hardware-
accelerated encryption
compared to Power9

« 4X crypto engines
In every core

« 2.5X faster AES crypto
performance per core®

* Encrypted Live Partition
Mobility (LPM)

Stay ahead of current and future threats with support for:

* Quantum-safe cryptography

* Fully homomorphic encryption

« Support for next generation Crypto Express Card

*AES-256 in both GCM and XTS modes runs about 2.5 times faster per core
than comparable Power9 systems according to preliminary measurements
obtained on RHEL Linux 8.4 and the OpenSSL1.1.1g library



Cryptography impacts
everything

Cryptography touches every corner of the

digital world

Internet

Domain Name Service(DNS), Hyper-text Transfer Protocol
(HTTP), Telnet, File-Transfer Protocol (FTP)

Digital Signatures

eIDAS - PDF Advanced Electronic Signature — (PAdES),
Advanced Electronic Signatures (AES), ...

Critical Infrastructure
Code updates, Control systems, Car systems,...

Financial Systems

Payment Systems: (EMV, CHAPS, Fedwire, Target2, EURO1,
...), SWIFT, Settlement Systemes, ...

Blockchain
Wallets, Transactions, Authentication

Enterprise

EMAIL — PGP, Identity Management PKI/LDAP/.., Virus
scanning patterns, PKI Services, Bespoke applications, ...

Upgrading digital infrastructure takes a long time

o
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10 years from issue

|

Road Vehicles — 15-20 Years

Critical Infrastructure — 25-30 Years

Aircrafts / Trains — 25-30 Years

(Some) Critical Mainframe Applications — 50 Years

Data needs to stay secure for a long time

HIPAA — 6 years from its last use, Securities exchange act

Tax Records — 7-10 Years in most countries, Sarbanes Oxley

l

Guide 0068 - Clinical Trials — 25 Years

Toxic Substances Control Act / Occupational Safety and Health Act

Medical Records in Japan — 100 years



Start now!

NIST

National Institute of A6 <
™\ A 1 X

Standards and Technology ‘NN A/

U.S. Department of Commerce N
' AU O . &

» Critical to begin planning for the replacement of
hardware, software, and services that use
public-key algorithms now

* Be ready to adopt and implement the new
algorithms at the end ot the standardization
pDrocess

*5to 15 or more years tollowing, standardization
to replace most of the vulnerable public-key
systems currently in use

@ Federal Office
for Information Security

* The protection of long-lasting secrets
makes It urgent that actions be taken

NOW Or as soon as possible

« BSI is not waiting for NIST to come out
with a standard to Issue technical guidance

* In high security applications, hy

orid schemes

(use classical algorithms + quar
algorithm) are required by BSI

tum-sare

https://www.nccoe.nist.gov/projects/building-blocks/post-quantum-cryptography



https://www.nccoe.nist.gov/projects/building-blocks/post-quantum-cryptography

Power Roadmap Supporting Quantum Sare

Positioning of Current Systems
(Power10)

Existing systems will receive OS and
Cryptographic Libraries Quantum Sate updates
when they become available in the future.
Early experiments and PoCs provide evidence
that these systems will run Quantum Sare
algorithms etticiently.

All statements regarding IBM's future direction and intent are subject to change or
withdrawal without notice, and represent goals and objectives only

Positioning of Powerll

In addition to the Power10 updates, Powerll1 will
iInclude signiticant, updates to tuture-proot
customer workloads and data, with priority on
Quantum Satfe firmware signing, consistent with

CNSA 2.0 guidelines.

* Quantum Sare Hybrid Host Secure Boot to
protect firmware integrity.

* Quantum Sate encryption of Live Partition
Mobility (LPM) traffic to protect from “capture
now, decrypt later” attacks.

« QOffer the latest IBM Crypto Express Card,
4770, with support of Dilithium & Kyber
Quantum Safe algorithms, with significantly
faster performance than 4769.




Change the detault

password for padmin!

TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2023

Number of
Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
1 sec
5 secs
52 secs
9 mins
1 hour
14 hours
6 days

Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
3 secs
1 min
32 mins
14 hours
2 weeks
1 year
27 years
713 years
18k years

Upper and
Lowercase
Letters

Instantly
Instantly
Instantly
1 sec
28 secs
24 mins
21 hours
1 month
_ byears

332years

17k years

Letters

Instantly
Instantly
Instantly
2 secs
2 mins
2 hours
5 days

10 months
o3 years
3k years

Numbers, Upper Numbers, Upper
and Lowercase  and Lowercase

Letters, Symbols

Instantly
Instantly
Instantly
4 secs
5 mins
6 hours
2 weeks
3 years

226 years
15k years

hittps://www.netsec.news/how-long-does-it-take-

a-hacker-to-brute-torce-a-password-in-2023

126bn years

48bn years

2tn years

380bn years
26tn years

> Learn how we made this table at hivesystems.io/password

“The problem with passwords Is they can be
guessed, and with modern GPUs, brute-force
attempts to guess passwords can crack weak
passwords incredibly quickly. Passwords of 6
characters, for instance, can be guessed instantly,
regardless of the letters, numbers, and special
characters used.”

17


https://www.netsec.news/how-long-does-it-take-a-hacker-to-brute-force-a-password-in-2023

Application Modernization Theory

TODAY TOMORROW
Monolithic Server-Side Apps Microservices

— DEPLOY, MANAGE, VISUALIZE -
- DEPLOY - ,




Application Modernization Reality

Monolithic Server-Side Apps Microservices

@

——

_ DEPLOY, MANAGE, VISUALIZE -
— DEPLOY — DEPLO GE, VISUALIZE




Sateguard Al Worktlows - a holistic framework

Build trustworthy Al
O

Model inference
and live use

Data collection
and handling

Model development
and training

Secure the data Secure the model Secure the usage

Secure the infrastructure

Establish AI governance




IBM Power and Container Security

IBM Power

Detection

Container
Security

Included in

& RedHat

OpenShift
Platform Plus

but also
available
separately

Red Hat Trusted Software Supply Chain

A family of tools that makes embedding security easy across the whole supply chain

Red Hat
Trusted Software
Supply Chain

Developer self-service hub with pre-integrated security guardrails: artifact signatures, attestations & SBOMs

Red Hat Kl _ & RedHat ; @ RedHatlEN | @ Redrat EN
Trusted Application Developer Hub Trusted Trusted Profile
Pipeline Artifact Signer Analyzer

Red Hat &8 RedHat
OpenShift Advanced Cluster Security

for Kubernetes




Red Hat Customer
Concerns

90%

Have experienced a security
iIncident in their Kubernetes and

container environments during
the last 12 months.

92%

-ound to have at least one CVE with
Known exploits in their environment

at the time of scanning

1In5

Secu

termi

expe
oSS

Ity Incident led to employee
nation, and more than 1 in 3

rlenced revenue or customer



IBM Power value vs. DORA reguirements

IBM Power

—

[ Apps ] [ Apps ] [ Apps
os ] [ 0s ] [ os
LPARIVM ] ( LPARIVM ] [ LPARIVM ]

)

C eomcmaner

PowerHA for AIX, PowerHA for IBM i

~ Provides highly automated business continuity

~ Covers all outage types: planned, unplanned, HW, SW
~  SAN storage replication for private cloud deployments

VM Recovery Manager - Private Cloud

>

Y V V

Automates LPM and VM restart in the datacenter
Covers hardware outages, planned and unplanned
SAN storage replication for DR operations
Compliments PowerHA, supports AlX, i and Linux

High Availability

Cyber Resiliency

IBM Storage

>

Y V VY

Integrated resilient storage infrastructure

Global Mirror, Metro Mirror, FlashCopy
Multi-target for three site (DS8K), HyperSwap
PowerHA 7.2.8 AIX Safeguarded Copy automation

8 |

Disaster
Recovery




Automation

IBM Power




Guardian = EDR. Endpoint Detection and
U\\_ ‘N G A CY B E R S EC U R ITY K, N GDO Response (EDR) monitors your entire business

for suspicious behavior in real-time to detect

cyberattacks, isolate infected machines, alert

~ I l administrators, and remove cyberthreats. Like Librarv = User
t e O I d Way e § an omniscient guardian, EDR recognizes Educ?t,ion. Teaches

advanced, sneaky attacks gnd shuts them down users about safe IT
before they attack your business, anywhere an practices, such as

Cavalry = Endpoint Drawbridge = Castle Wall = Firewall. Prevents incoming security B assetisilocated. || internet, email, and
Protection. Protects VPN Connection. —

your local endpoints, Allows off-network
such as computers and visitors to safely
servers, with and securely
definition-based and access your
behavior-based business. Think of

threats with automatic remediation, sandboxing, peripheral device
anti-virus, intrusion prevention, and content filtering. usage; password

The castle wall deters and catches threats. | = management; and
R N - data control. User

educations also
includes testing to
ensure students
retain what they
have learned.

Gatehouse = Multifactor Authentication. MFA
provides an additional layer of security by verifying
your identity using more than one method. For
example, MFA prevents unwanted access to critical
information by verifying usernames and passwords ‘ J
with an additional secret code, usually delivered

through a mobile device or notification. The

anti-virus, drive it as having a
encryption, and device secret password
management. The for lowering the
cavalry protects the drawbridge to
kingdom and its people enter the castle.
from bad actors.

Clerks = Security

: : A A -
Gatehouse provides an extra layer of security when b A Al it A N T :gformsltlon and
accessing assets (like files or software programs) that TR T T TN T ' il uu\w{ THITT Ml 0 0 0 ||l NI @ . (SVISI‘\;) I;magtziment
i Ixilllllfr r Illlr' ‘ Sl 0 ol Ili| R g . Records
S ORLyOME network or in the cloud. ' ' NN NN - \n § AN AN VA |I and stores vour
D Tl 11 o | @h ST T l\ y

system'’s log files for
M rr” 1 use if a cyberattack
occurs. Think of SIM

@ A A = f like clerks recording
> ug /o N A o~ a history of the
.7 —— - A | 0 &. > | . castle’s happenings

;/L

Nie = NS P

;._‘,Eﬂ;mf[i" ml N il o O M : | .¢ for future scholars to
e R Ay ' = I = ‘ g

reference.

1_nf

Guards = Anti-Virus.
Anti-virus keeps your
business safe from
known cybersecurity
threats and bad
actors. The guards
need to be informed
or see something
illegal happening
before responding.

Royal Archives =
Data Backup.
Whether you're
on-premise or
working from home,
company files are
stored, up-to-date,
and protected.

Moat = Email Security. Automatically scans email for spam,
unlawful interception, phishing, malicious attachments.

Masons = Patching. Maintains your hardware, software, operating system, and e Encrypts outbound emails containing sensitive data and
security with regular code updates as new threats and vulnerabilities are detected. employs advanced threat protection (ATP) to identify bad actors
Patching works like masons who identify and repair cracks, holes, and other weak , based on their behavior. The moat ensures only safe traffic

points in the castle’s walls. enters and exits the castle.




RUILDING A CYBERSECURITY KINGDO
- the old way -~

Cavalry = Endpoint
Protection. Protects
your local endpoints,
such as computers and
servers, with
definition-based and
behavior-based
anti-virus, drive
encryption, and device
management. The
cavalry protects the
kingdom and its people
from bad actors.

'l?ac-;

(9 Bj fl)

Drawbridge =
VPN Connection.
Allows off-network
visitors to safely
and securely
access your
business. Think of
it as having a
secret password
for lowering the
drawbridge to
enter the castle.

'\71% increase year over year in volume
of attacks using valid credentials

Castle Wall = Firewall. Prevents incoming security
threats with automatic remediation, sandboxing,
anti-virus, intrusion prevention, and content filtering.
The castle wall deters and catches threats.

Gatehouse = Multifactor Authentication. MFA
provides an additional layer of security by verifying
your identity using more than one method. For
example, MFA prevents unwanted access to critical
information by verifying usernames and passwords
with an additional secret code, usually delivered
through a mobile device or notification. The
Gatehouse provides an extra layer of security when
accessing assets (like files or software programs) that
are on your network or in the cloud.

4
00 e 7/ '\‘

For the first time ever, abusing valid accounts

became cybercriminals most common entry point
iInto victim environments. It represented

30% of all incidents X-Force responded to in 2023.
(X-Force Threat Intelligence Index 2024)

‘e, operating system, and
ulnerabilities are detected.

cks, holes, and other weak

Y

AQH K
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Guardian = EDR. Endpoint Detection and
Response (EDR) monitors your entire business
for suspicious behavior in real-time to detect
cyberattacks, isolate infected machines, alert
administrators, and remove cyberthreats. Like
an omniscient guardian, EDR recognizes
advanced, sneaky attacks and shuts them down
before they attack your business, anywhere an
asset is located.

ot

11

Library = User
Education. Teaches
users about safe IT
practices, such as
internet, email, and
peripheral device
usage; password
management; and
data control. User
educations also
includes testing to
ensure students
retain what they
have learned.

Clerks = Security
Information and
Event Management
(SIEM). Records
and stores your
system'’s log files for
use if a cyberattack
occurs. Think of SIM
like clerks recording
a history of the
castle’s happenings
for future scholars to
reference.

Royal Archives =
Data Backup.
Whether you're
on-premise or
working from home,
company files are
stored, up-to-date,
and protected.

J Moat = Email Security. Automatically scans email for spam,
unlawful interception, phishing, malicious attachments.
Encrypts outbound emails containing sensitive data and
employs advanced threat protection (ATP) to identify bad actors
based on their behavior. The moat ensures only safe traffic

enters and exits the castle.




The timeline of a cyber “event”

Resistance

Resistance
IS not Tutile!



Where are you on the Zero Trust journey?

Preparing for ZT Basic ZT Intermediate ZT Advanced ZT

Defined processes and Repeatable processes
best practices and best practices

Automated

Adhoc processes

PowerVc PowerSC

Power\V
D




IBM Power value vs. NIST requirements

IBM Power

IBM PowerSC 3

Isolation
f ) Controls
Detection
( A Signed Run-Time
PoerSC Secure Images and Verification of
Compliance VMs Files workload files
kManagementJ

OS/LPAR
Isolation

Run-Time
' , o Verification of
OPENSHIFT OS Files
l “ Firmware & Hypervisor

L Powerl10 Processor: Hardware Isolation,
oL Root-of-Trust & Crypto Acceleration

Boot
time
Integrlty

------



View Security and Compliance status of an entire Power datacentre through a single pane of glass.

=

Automate
Protection

Reduce administrative
cost and Increase
efficiencies with
Security and
Compliance
automation.

=U

Broad
Compliance

Deploy industry
standard security
with preconfigured
security profiles that
are customizable.

Detect

Detect security
exposures in virtualized
environments with real-

time security and
compliance monitoring.

C
Yoo ’

Respond

View and
Orchestrate anomaly
responses with
Endpoint Detection
and Response &
anti-malware

A~

Recover

Reduce recovery time
in the (unlikely) case
of breaches via
iIntegration with IBM
Storage Safeguarded
Coples.

Data Sheet



PowerSC Security
-eatures

Automated compliance

Compliance reporting capabilities (incl timelines)
File Integrity Monitoring

Allow Listing / Application Control

Block Listing / Threat Hunting (hash search)
Anti-Malware (virus DB)

Integration with IBM Safeguarded Copy

Patch Management

Endpoint Detection and Response (EDR)

Intrusion Detection Sys & Prevention / Firewall (EDR)
Log inspection & analysis (EDR)

Anomaly detection, correlation & incident response (EDR)
Response / action triggers (EDR)

Event context and filtering (EDR)

Multifactor Authentication (MFA)

PowerSC 2.2

+/ Check and Apply
v AlX, Linux, IBM i
v AlX, Linux, IBM i
v/ AIX & Linux
v AlX, Linux, IBM i
v AlX, Linux, IBM i
v AlX, Linux, IBM i
v AlX, Linux, IBM i
v AIX, Linux, IBM i
v/ AIX & Linux
v AlX, Linux, IBM i
v AlX, Linux, IBM i
v AlX, Linux, IBM i
v AlX, Linux, IBM i

+ AlX, Linux, IBM i



Management

sottware

PowerSC 2.2.0.3 PowerSC 2.2.0.4 (December 2024)

 New service pack release avallable on » PowerSC GUI Server can be run on IBM 1 as
-1xCentral well as AIX / Linux

» Policy based profile management * Quantum inventory capability

* New profiles » Selective apply / undo tor profiles

o« CIStorIBM17.5 * Generic event acceptance tor other PowerSC

« PCIv4 tor AIX and Linux events and other application logs

» Restart PowerSC Agents rrom GUI server « LKU support within PowerSC GUI

« Skipping NFS mounts for anti-malware scans * OpenSSL update tor AIX Trusted Boot

« Ability to parse FLRT JSON Ttiles tor ifix lists * Health report

« Ability to update malware database within GUI



PowerSC provides a user-triendly, web-based UI to manage Security & Compliance

Compliance and Drift Analysis e
- HIPAA, PCI, CIS, and more

Total RTC Events Total Auditd Events Total IBM i Audit Events Total TE Events
7,301 1,498 2,938 5

[ n 2 Fi

in4 r v n1 ‘

Security/File Integrity Monitoring

Security
- File Integrity Monitoring (FIM)
- Allow/Block listing
- Endpoint Detection & Response L e

Patch Management
- Trusted Network Connect (TNC)
- Detect & alert policy issues
- Policy entorcement

Multifactor Authentication
- Policy-based and Centrally administered 5
- Simplified logins (Tokens and SSO) | I _



PowerSC Compliance
Dashboard

Compliance

IBM PowerSC ﬁ Compliance Security Reports Profile Editor

All Systems 7 Systems

 Compliance dashboard

System Passes and Failures Total Rules Checked Specific Rules Failed

40, ssssssssssssssssssss——n 60., 180 30

 Compliance overview

b
0 (]
Refresh Table Refresh interval
S t a. t u S J System Name Last Applied Type Applied Timestamp Checked Timestamp Compliance Status #Failed Rules #Passed Rules 0s
> 0 p52n72.pbm.ihost.com SAPHANA _Less v 6/9/2020, 8:30:47 PM 7/24/2020, 4:08:59 PM Failed o 1| A SUSE Linux
> (0 p52n73.pbm.ihost.com PCiv3 DLS v 7/24/2020, 4:20:31 PM - Failed @ 72 @ IBM AIX
. A u t O m at e d O p52n77pbmihostcom N/A v - _ B 0 B :) s
O  ps52n78.pbmihost.com N/A v @ IBM AIX
e n f O r C e m e n t > O p52n86pbminostcom |1:£j 7/24/2020, 3:53:29 PM - Passed 3 47 @ IBM AIX
I > 0 p52n87pbmihost.com IBMIBP_Custom v 6/8/2020, 11:35:48 AM Failed G 20 @ IBMi
> 0 p52n92 pbmihost.com MLS v 7/24/2020, 4:02:15 PM 11/3/2020, 6:24:27 AM Passed 0 0 @ IBM AIX

 Profile check and
simulation

* Faillure analysis

https://129.40.40.86/webclient/index.htmi#!/compliance

* Profile customization

Alerts sent for non-compliance .



Endpoint Protection —
Correlation

Recognize trends and
patterns over time

Near real-time
analysis

Root cause and
symptomatic
messages

EDR Capabilities

Intrusion Detection &
Prevention (IDP)

Log Inspection &
Analysis

Anomaly detection,
correlation & incident
response

Response Triggers

Event context &

filtering

Configure alerts

> Compliance Profile Apply
» Compliance Profile Undo
> Compliance Check

Host Intrusion Password Failures

Attempts

5

Time interval (mins)

5

Responses Add (8

Cancel

obiect[ =]




Malware

https://ibm.biz/powersc-clamayv

“This service provides deployment of up to three
measures tor malware detense: Threat Hunting,
Allowlisting, and ClamAV. The PowerSC Graphical
I) serve

nased centra
Mmeasures de

User Interface (G

\J

1Zzec

Ma

bloyed o
the PowerSC GUI age

nage

" Provic

es browser-
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N endpoints contigured with

nt.”


https://ibm.biz/powersc-clamav

Value summary dashboard

Storage Cyber & - T Boo et e M g vt svvell bty thom oo o msemet s g
Resiliency & g
Disaster Recovery | ' Towlben

Cyber Resilience Assessment

Assessment Report

IBM Security & Resilience

The Cyber Resiliency -  Enmammum o —————
Assessment provides away to evaluate = - = - = i
the current data resilience of the e ——
organization, identifies strengths and = %

weaknesses and provides = —— || = =
recommendations to build an effective

cyber resilience plan. P
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https://www.ibm.com/downloads/cas/W7VJLDPE

Summary

* IBM Power delivers reliable performance and lowers risk

« With built in security teatures and orders of magnitude tfewer
vulnerabilities, IBM Power is reliable plattorm

* Apply security standards quickly and easily, and get real time alerts it
compliance 1s broken

o Surround resilient applications with trusted and secure containers to
modernise

» A secure Infrastructure i1s part of the rramework tor trusted Al




Thank you!

David Spurway
IBM Power Al and Sustainability
Principal, EMEA, IBM Technology

EFmail: david.spurway@uk.ibm.com
LinkedIn: @David Spurway



mailto:david.spurway@uk.ibm.com
https://www.linkedin.com/in/david-spurway/

