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The IBM i Security model is 
based on three pillars:
• System Values
• User Profiles
• Object Authorities
All three parts are key to 
understanding a system’s 
true security posture

The Pillars of IBM i Security

IBM i Security

System 
Values

User 
Profiles

Object 
Authorities

Auditing – What actually 
happened
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The IBM i has robust auditing capabilities built-in – Turn them ON!
Use Change Security Auditing (CHGSECAUD) command to set them up
IBM Recommends:
• QAUDCTL at: *AUDLVL, *OBJAUD, and *NOQTEMP
• QAUDLVL at: *AUTFAIL, *OBJMGT, *PGMFAIL, *SAVRST, *SERVICE, *SECURITY, and *SYSMGT
• Be careful with “noisy” options (*CREATE, *DELETE, *JOBDTA, *PRTDTA, *SPLFDTA)

• Don’t want to hide the important messages in a huge pile of hay!
Do not put your Audit Journal Receivers in QSYS or QGPL – use their own secured library
Use command auditing to record the actions of privileged users – CHGUSRAUD AUDLVL(*CMD)
Integrate with a central SIEM (Splunk, QRadar, ArcSight) using the Syslog Reporting Manager

System Auditing
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How to best turn on Auditing…
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For ever… there was only 1 way…   

Under stand the mystical system value settings
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Audit Journaling Before
Configuration
• Multiple system values with multiple values 

• QAUDCTL
• QAUDLVL
• QAUDLVL2
• …

• Set up journal and journal receivers

Viewing data 
• Difficult to understand 
• Hard to analyze all data at once 
• Green screen (CPYAUDJRN, DSPJRN)
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So many helper 
functions

And More coming!
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Use Navigator 
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Audit Journaling Now
Configuring and viewing data is 
conveniently in one place 

Based on the 
SYSTOOLS.AUDIT_JOURNAL_XX support
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Audit Journaling Configuration
What if I’ve never set up auditing on my 
system before? 

Navigator will handle the configuration for 
you
• Creates a journal receiver in the specified 

library
• Creates the QSYS/QAUDJRN journal
• Changes the QAUDCTL system value to 

*AUDLVL
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Audit Journaling Configuration
How do I control what is audited?

Navigator allows you to set the QAUDCTL system value
• Check *AUDLVL to enable action auditing (password failures, 

objects created, etc) 
• Check *OBJAUD to enable auditing on specified objects
• Check *NOQTEMP to disable auditing objects in QTEMP
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Audit Journaling Configuration
How do I control what is audited?

Navigator allows you to set the QAUDLVL/QAUDLVL2 system values
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View Audit Journal Data
How do I view the audit journal data?

Navigator provides flexibility for how you want to view and analyze audit 
journal data
• Chart view – graphical representation

• Daily view – bar graph of audit entries for the day
• Weekly view – line graph for audit entries of a week 

• Detail view – table view for one audit entry 
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View Audit Journal Data
Daily View
• Helpful for monitoring your system’s activity
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View Audit Journal Data
Weekly View
• Helpful for seeing trends over time
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View Audit Journal Data
Detail View
• Filter and sort through data to understand what happened when an audit entry 

was created
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Performance Enhancements with Data Mart 
• Large systems generate tons of audit journal entries which can be hard to 

manage
• Data mart will allow you to preload audit journal data so it can be quickly 

managed in the GUI 
• Allows you to create a historical record of audit journal data 
• Available in 7.4 TR 10 and 7.5 TR 4
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Data Mart – Under the Covers
• MANAGE_AUDIT_JOURNAL_DATA_MART procedure  
• Requires *AUDIT and object authority to the data mart library and tables 

CALL QSYS2.MANAGE_AUDIT_JOURNAL_DATA_MART(
JOURNAL_ENTRY_TYPE => 'PW',
DATA_MART_LIBRARY => 'AECIESLA',
STARTING_TIMESTAMP => CURRENT TIMESTAMP - 1 MONTH,
ENDING_TIMESTAMP => CURRENT TIMESTAMP,
DATA_MART_ACTION => 'CREATE’

);
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Data Mart – Under the Covers
• AUDIT_JOURNAL_DATA_MART_INFO view

• Metadata table for the most recent call to the manage procedure 
• Contains one row for each unique library and journal entry type pair 

SELECT DATA_MART_LIBRARY, JOURNAL_ENTRY_TYPE,
BUILD_START, BUILD_END, BUILD_JOB

FROM QSYS2.AUDIT_JOURNAL_DATA_MART_INFO;
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Data Mart - Navigator
• Security -> Audit Journaling -> Manage Data Mart 
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Data Mart - Navigator
• Can be used for chart view and detail view
• Build occurs in the background
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What’s coming next to Data Mart
Filtering
• New parameter on the 

MANAGE_AUDIT_JOURNAL_DATA_MART 
procedure 

• Provide filter criteria when creating a data 
mart table to limit the type of entries 

• Violation type 
• User profile
• IP address 
• etc
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Audit Journaling in Navigator for i
• Available in 7.4 and 7.5
• SQL Services available: https://www.ibm.com/support/pages/node/6442047 
• For more information on Navigator: 

https://www.ibm.com/support/pages/node/6483299 
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This document was developed for IBM offerings in the United States as of the date of publication.  IBM may not make these offerings available in other countries, and the 
information is subject to change without notice. Consult your local IBM business contact for information on the IBM offerings available in your area.
Information in this document concerning non-IBM products was obtained from the suppliers of these products or other public sources.  Questions on the capabilities of non-
IBM products should be addressed to the suppliers of those products.
IBM may have patents or pending patent applications covering subject matter in this document.  The furnishing of this document does not give you any license to these 
patents.  Send license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY 10504-1785 USA. 
All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. 
The information contained in this document has not been submitted to any formal IBM test and is provided "AS IS" with no warranties or guarantees either expressed or 
implied.
All examples cited or described in this document are presented as illustrations of  the manner in which some IBM products can be used and the results that may be 
achieved.  Actual environmental costs and performance characteristics will vary depending on individual client configurations and conditions.
IBM Global Financing offerings are provided through IBM Credit Corporation in the United States and other IBM subsidiaries and divisions worldwide to qualified 
commercial and government clients.  Rates are based on a client's credit rating, financing terms, offering type, equipment type and options, and may vary by country.  
Other restrictions may apply.  Rates and offerings are subject to change, extension or withdrawal without notice.
IBM is not responsible for printing errors in this document that result in pricing or information inaccuracies.
All prices shown are IBM's United States suggested list prices and are subject to change without notice; reseller prices may vary.
IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.
Any performance data contained in this document was determined in a controlled environment.  Actual results may vary significantly and are dependent on many factors 
including system hardware configuration and software design and configuration.  Some measurements quoted in this document may have been made on development-
level systems.  There is no guarantee these measurements will be the same on generally-available systems.  Some measurements quoted in this document may have 
been estimated through extrapolation.  Users of this document should verify the applicable data for their specific environment. 
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