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» Shipped Secure by Default
» Granular today by high level category
« Easy to add new users and Groups to a function usage category

IBM Navigator for pae Search
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QIBM_NAV_CONF_SRV ggs\fle“R”'ON QD) ALLOWED | USED NO Navigator for i QIBM_NAV “NONE CONFIGURATION AND SERVICE
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TLS can be configured in 2 places:
 From Browser to the GUI Node
* From the GUI Node to each IBM i endpoint node
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TLS Between the GUI Node and an IBM i Endpoint Node

1. Go to Serviceability -> Connection Properties
2. Click on the TLS Connection tab
3. Under the TLS Enablement column, select ‘On’

IBM Navigator for i
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TLS Between the GUI Node and an IBM i Endpoint Node IBMi
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1. Configure the Host servers on each endpoint node for TLS: https://
www.ibm.com/docs/en/i/7.4?topic=servers-setting-up-i-use-ssl#sslireq
2. Click Yes

TLS Enablement Confirmation

The following error occurred when verifying the TLS communication with z1432bp3.

(®NAV_301009: Remote host closed connection during handshake. Check in Digital Certificate Manager GUI
to see if the TLS configuration has been configured correctly and a server certificate is assigned to the host
servers on the end point node. Details:A remote host refused an attempted connect operation. (Connection
refused)

To enable TLS you are required to assign a certificate to the host servers. Details on how to configure this can
be found at IBM Documentation

Do you want to continue enabling TLS for the communication between GUI node and z1432bp3?
Note: The node will not be accessible from GUI node until the issue is resolved if TLS is enabled immediately.
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TLS Between the GUI Node and an IBM i Endpoint Node
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3. The GUI will retrieve the certificate from the
IBM I end-pOInt nOde & TLS Environment Active
4. Click Close to have this certificate installed into & e
the Web Certificate store Cortene mfomations
5. The connection from the GUI to the endpoint

TLS Information X

. . Subject: CN=ut25bp22_hostsvr_cert, OU=IBM, O=IBM, L=BJ, ST=BJBJ, C=CN
n Od e IS secu red W|th T LS ' Issuer: CN=ut25bp22 Local CA, O=CSL IBMi team, L=Beijing, ST=Beijing, C=CN
Serial Number: 27717360690203008
Certificate Type: X.509
Version: 3
Signature Algorithm: SHA256withRSA
Validity Period: May 8, 2022 3:03:58 AM - May 9, 2023 3:03:58 AM

Public Key Algorithm: RSA
Public Key Format:  X.509
Public Key Length: 2048

Public Key: 30820122 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 05 00 03 82 01 0f 00 30 82
01 0a 02 82 01 01 00 c4 ae 08 bc 79 a6 f6 Oc 6¢ 6e 04 b6 a5 01 6¢ 7b ¢c1 70 18
d2 8d 84 07 20 2d ea 2d 27 7 48 87 a9 90 a4 bd 40 89 f8 9e cd ff d7 7f e7 4c
b8 cc 96 5f d7 82 df a2 17 f1 05 35 b2 38 bb 5b 90 50 5d 50 6d 32 ec €5 8e 74
07 36 9a e0 51 05 b9 2b 76 6b c9 ee 10 5c 4d 7f 43 3e 49 b6 ab 6a 9d fd c5 41
4f94 84 7477 18 85c5b9 49 e6 1a c2 a3 a4 89 89 ¢9 78 ¢f 73 80 1e 2a 74 9a
46 96 2e 96 a6 e5 56 5b dd 82 7a 28 37 3d a9 ab 7a ce ec ec 9f 21 ca 27 58 b8
2a 45 5 21 5d 6 4e 67 2e 4c 47 4a 39 ef 55 d2 5a 58 cf 02 19 95 a4 Oc 96 5f
b3 6d 41 €6 d9 40 57 63 1b 88 36 7e 33 62 38 81 78 3e 09 4d 8528 77 ab 77
21 bc 9e d3 fb fa 51 39 f6 60 8¢ 33 a1 cf 5a e6 3f d6 65 2e a2 58 28 9d d8 3d
36 49 1a 61 3e d6 39 35 83 34 25 67 b8 c6 60 59 fb ab c3 39 60 €9 0a b8 07 6d
02 d7 41 9502 03 01 00 01

Signature: 5b 86 85 b9 93 b9 b6 e8 0d f6 70 8¢ 01 ¢9 f4 25 e4 97 3b 27 24 57 50 5e 1a 90
e4 ab e2 3b a3 a7 fb e0 08 9c Oe 1a 1b a0 66 3d 93 91 ¢7 5 62 01 2d 57 28 e2
229 ¢2 23 cc 51 b1 63 cO 0b 41 29 66 2d e1 35 be ¢4 63 b2 cb ad Oe 32 ¢7 b8
b5 38 cc dd eb 7¢ 1b e1 35 c9 8e 58 41 87 f5 57 83 45 b2 fa 16 fe 9¢ 7a d7 c3
ff d6 7f 66 6e db b7 33 05 5a 99 41 0b db c6 f4 a3 bc 42 55 ea bf a6 6e 6 ¢5 25
52 47 05 18 dd fc d8 fd 6d c7 bc 47 a2 89 40 da 5b 6b ba ¢3 b5 1a 7¢ 89 1b a8
d9 3a 96 89 6b 14 11 75 a3 3f 87 79 36 ff 1e 33 12 a7 Ob 8d €5 71 04 05 2e 20
29 43 5d 88 86 9f c9 9e e8 f4 39 4a 16 aa bf 6¢ dO 97 4b bb f4 98 8d 5f 4b 97
d9 7c 3d 5a ac e8 b8 25 ef 14 13 2e 95 20 b8 63 cf 93 32 7b 2a 2¢ 10 41 8¢ c8
d4 2d cc c6 cf ba 17 71 8¢ bd ec aa 47 5b 1e 6¢ 4f fb 6b 2d f3
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TLS Between the GUI Node and an IBM i Endpoint Node

Lock Icon will appear
once the connection is
established with TLS

IBM Navigator
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TLS Between the Browser and the GUI Node IBM b
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Or use Navigator! ©

1 . GO tO Network > Web Admin1 - Configure TLS Wizard
Administration -> Application @
Servers

Right click on Admin1

Click on Configure TLS Wizard Basic Gonflguration

ID: [ EndpointByNavigator ]

W N

Application Servers

TLS Protocol: TLSVv13 v
Name

[ Filter Disable non-TLS port Yes n

TLS Port Number: 2003

Start

Restart

Admin3 View Log Files
Properties

Admin4 Configure TLS Wizard
Logging

Admin5

T ——
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Web Admin Functions

Migrating old web admin functions into a new modern interface:

« Work with HTTP servers

« Work with application servers
* View log files
« Configure TLS

«  Work with certificate stores

Application Servers

Name 10 Status
[ Filter Y Filter
Admin1 Started
D 1l| TLS Enabled 11| TLS Port
Filter Y Filter ‘ Y i Filter
defaultHttpEndpoint No Disabled
HttpEndpointByWebAdmin Yes 2003
[100
Total Rows: 2
Admin2 Started
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Basic Configuration

ID: EndpointByNavigator ]

TLS Port Number: 2003

TLS Protocol: TLSVv13 v
Disable non-TLS port Yes “

IBM ADMIN Server '
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This document was developed for IBM offerings in the United States as of the date of publication. IBM may not make these offerings available in other countries, and the
information is subject to change without notice. Consult your local IBM business contact for information on the IBM offerings available in your area.

Information in this document concerning non-IBM products was obtained from the suppliers of these products or other public sources. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

IBM may have patents or pending patent applications covering subject matter in this document. The furnishing of this document does not give you any license to these patents.
Send license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY 10504-1785 USA.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.
The information contained in this document has not been submitted to any formal IBM test and is provided "AS IS" with no warranties or guarantees either expressed or implied.

All examples cited or described in this document are presented as illustrations of the manner in which some IBM products can be used and the results that may be achieved.
Actual environmental costs and performance characteristics will vary depending on individual client configurations and conditions.

IBM Global Financing offerings are provided through IBM Credit Corporation in the United States and other IBM subsidiaries and divisions worldwide to qualified commercial
and government clients. Rates are based on a client's credit rating, financing terms, offering type, equipment type and options, and may vary by country. Other restrictions may
apply. Rates and offerings are subject to change, extension or withdrawal without notice.

IBM is not responsible for printing errors in this document that result in pricing or information inaccuracies.
All prices shown are IBM's United States suggested list prices and are subject to change without notice; reseller prices may vary.
IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

Any performance data contained in this document was determined in a controlled environment. Actual results may vary significantly and are dependent on many factors
including system hardware configuration and software design and configuration. Some measurements quoted in this document may have been made on development-level
systems. There is no guarantee these measurements will be the same on generally-available systems. Some measurements quoted in this document may have been
estimated through extrapolation. Users of this document should verify the applicable data for their specific environment.
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IBM, the IBM logo, ibm.com AlX, AIX (logo), AIX 5L, AIX 6 (logo), AS/400, BladeCenter, Blue Gene, ClusterProven, Db2, ESCON, i5/0S, i5/0S (logo), IBM Business Partner (logo), IntelliStation, LoadLeveler, Lotus, Lotus Notes, Notes, Operating System/
400, OS/400, PartnerLink, PartnerWorld, PowerPC, pSeries, Rational, RISC System/6000, RS/6000, THINK, Tivoli, Tivoli (logo), Tivoli Management Environment, WebSphere, xSeries, z/OS, zSeries, Active Memory, Balanced Warehouse, CacheFlow, Cool
Blue, IBM Systems Director VMControl, pureScale, TurboCore, Chiphopper, Cloudscape, Db2 Universal Database, DS4000, DS6000, DS8000, EnergyScale, Enterprise Workload Manager, General Parallel File System, , GPFS, HACMP, HACMP/6000,
HASM, IBM Systems Director Active Energy Manager, iSeries, Micro-Partitioning, POWER, PowerExecutive, PowerVM, PowerVM (logo), PowerHA, Power Architecture, Power Everywhere, Power Family, POWER Hypervisor, Power Systems, Power
Systems (logo), Power Systems Software, Power Systems Software (logo), POWER2, POWER3, POWER4, POWER4+, POWERS5, POWERS5+, POWER6, POWER6+, POWER?7, System i, System p, System p5, System Storage, System z, TME 10,
Workload Partitions Manager and X-Architecture are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both. If these and other IBM trademarked terms are marked on their first
occurrence in this information with a trademark symbol (® or ™), these symbols indicate U.S. registered or common law trademarks owned by IBM at the time this information was published. Such trademarks may also be registered or common law
trademarks in other countries.

Afull list of U.S. trademarks owned by IBM may be found at: http://www.ibm.com/legal/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

AltiVec is a trademark of Freescale Semiconductor, Inc.

AMD Opteron is a trademark of Advanced Micro Devices, Inc.

InfiniBand, InfiniBand Trade Association and the InfiniBand design marks are trademarks and/or service marks of the InfiniBand Trade Association.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States and other
countries.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries or both.

Microsoft, Windows and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries or both.

NetBench is a registered trademark of Ziff Davis Media in the United States, other countries or both.

SPECint, SPECfp, SPECjbb, SPECweb, SPECjAppServer, SPEC OMP, SPECviewperf, SPECapc, SPEChpc, SPECjvm, SPECmail, SPECimap and SPECsfs are trademarks of the Standard Performance Evaluation Corp (SPEC).
The Power Architecture and Power.org wordmarks and the Power and Power.org logos and related marks are trademarks and service marks licensed by Power.org.

TPC-C and TPC-H are trademarks of the Transaction Performance Processing Council (TPPC).

UNIX is a registered trademark of The Open Group in the United States, other countries or both.

Other company, product and service names may be trademarks or service marks of others.
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